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DETAILED ACTION 

1 . Claims 1-20, and 31-61 are presented for examination. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-2, and 11-12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Macchiano et al. (US Pat No. 7,1 1 1 ,303 hereinafter Macchiano). 

4. Regarding claim 1 , Macchiano teaches a method comprising: 

detecting that a first virtual machine is attempting to transmit data to a second 
virtual machine (col 3 lines 31-35, therein the invention is able to detect that data should 
be transmitted); 

mapping a transmitting memory element of the first virtual machine to a shared 
physical memory element (col 5 lines 4-6, 23-25, and 54-58, wherein the virtual LAN 
has internal buffer storage); and 

mapping a receiving memory element of the second virtual machine to the 
shared physical memory element (col 5 lines 4-6, 23-25, and 54-58). 
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placing data from the first virtual machine into the shared physical memory 
element via the transmitting memory element (col 5 lines 4-6 and 54-58, wherein 
communication is to be performed); and 

receiving the placed data from the shared physical memory element into the 
second virtual machine via the receiving memory element (col 5 lines 4-6 and 54-58, 
wherein communication is to be performed). 

5. Macchiano does not explicitly teach the use of a shared physical memory 
element. However, Macchiano does teach the use of internal buffer storage for data 
transfers on the virtual LAN (col 5 lines 23-25). It would have been obvious to one of 
ordinary skill in the art at the time of the invention that internal buffer storage is in fact a 
shared physical memory element. 

6. Regarding claim 2, Macchiano does not explicitly teach: 

detecting that the first virtual machine has placed data in the shared physical 
memory element; and 

informing the second virtual machine that data is available in the shared physical 
memory element. 

7. It would have been well known to one of ordinary skill in the art at the time of the 
invention to perform the steps of detecting the placement of data and informing the 
second virtual machine that such data is available. Since resources are shared among 
the various virtual machines, it would have been well known to one of ordinary skill that 
continuously polling such resources by the second virtual machine would be highly 
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inefficient. As a result, directly informing the second virtual machine would be a more 
preferable course of action. 

8. Regarding claims 11-12, they are the article claims of claims 1 -2 above. 
Therefore, they are rejected for the same reasons as claims 1-2 above. 



9. Claims 3-10, 13-20, and 31-61 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Macchiano et al. (US Pat No. 7,1 1 1 ,303 hereinafter Macchiano) in 
view of Applicant's Admitted Prior Art (AAPA). 

1 0. Regarding claim 3, Macchiano does not teach detecting if the first virtual machine 
is attempting to transmit data to a non-virtual machine (pg 3 lines 20-23); dynamically 
remapping the transmitting memory element of the first virtual machine to a physical 
device associated with the transmitting memory element (pg 3 lines 14-16). 

1 1 . However, AAPA teaches these features in pg 3 lines 20-23 and lines 14-16 
respectively. It would have been obvious to one of ordinary skill in the art to modify 
Macchiano to allow to the transmission of data to non-virtual machines. One would be 
motivated by the desire to support communications with a wider range of systems. 

12. Regarding claim 4, AAPA teaches wherein the transmitting memory element of 
the first virtual machine is part of a first virtual device; and the receiving memory 
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element of the second virtual machine is part of a second virtual device (Fig 1 and pg 4 
lines 1-2). 

1 3. Regarding claim 5, AAPA teaches that the first virtual device and the second 
virtual device are devices selected from a group including: an Ethernet device, a 
network interface, an audio device, a storage device, and a video device (pg 3 line 20). 

14. Regarding claim 6, AAPA does not teach that the shared physical memory 
element is a direct memory access (DMA) buffer. 

1 5. It would have been well known to one of ordinary skill in the art at the time of 
invention to utilize a direct memory access buffer. The Microsoft Computer Dictionary 
(Fifth Edition, 2002) teaches that DMA is "frequently used for data transfer directly 
between memory and an 'intelligent' peripheral device". 

16. Regarding claim 7, AAPA teaches that detecting that a first virtual machine is 
attempting to transmit data to a second virtual machine includes: 

monitoring the first virtual machine (pg 3 lines 14-16). 

1 7. AAPA does not explicitly teach comparing a destination of any data transmitted 
by the first virtual machine to an address associated with the second virtual machine. 

18. It would have been obvious to perform this comparison. It is well known that the 
act of transmitting data requires a destination address. Therefore, the step of detecting 
an address match would have been well known. 
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1 9. Regarding claim 8, Macchiano and AAPA do not explicitly teach that detecting 
that a first virtual machine is attempting to transmit data to a second virtual machine 
includes: 

reading a mapping configuration data that specifies default virtual device to physical 
device mappings; 

comparing the mapping configuration data for the first virtual machine to the 
mapping configuration data of the second virtual machine; 

assuming that the first virtual machine is attempting to transmit data to the 
second virtual machine, if a transmitting virtual device of the first virtual machine is 
mapped to the same physical device as the receiving virtual device of the second virtual 
machine. 

20. It would have been obvious to one of ordinary skill in the art to read and compare 
mapping data. In order to transmit data, it would have been well known to determine 
whether both virtual machines were connected to the same device. Therefore, one 
would be motivated by the desire to determine whether the two virtual machines were 
mapped to the same device. 

21 . Regarding claim 9, AAPA teaches that mapping a transmitting memory element 
of the first virtual machine to a shared physical memory element includes: determining if 
the transmitting memory element is currently mapped to a transmitting memory element 
of a physical device; if so, unmapping of the transmitting memory element from the 
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transmitting memory element of the physical device; and remapping the transmitting 
memory element of the first virtual machine to the shared physical memory element (pg 
3 lines 10-19, wherein it is inherent that the VMM would remap the virtual devices 
depending on resource requirements). 

22. Regarding claim 10, AAPA teaches detecting that the second virtual machine is 
attempting to transmit data to the first virtual machine; mapping a transmitting memory 
element of the second virtual machine to the shared physical memory element; and 
mapping a receiving memory element of the first virtual machine to the shared physical 
memory element (pg 3 lines 17-19, wherein it is inherent that the virtual machines could 
be switched to perform bi-directional communication). 

23. Regarding claims 1 3-20, they are the article claims of claims 3-1 0 above. 
Therefore, they are rejected for the same reasons as claims 3-10 above. 

24. Regarding claim 31 , Macchiano teaches a system comprising a virtual machine 
system having a first and second virtual machine, the first and second virtual machine 
having access to a shared physical memory (col 3 lines 31-35 and col 5 lines 23-25). 
However, Macchiano does not explicitly teach a cross-talk detector in communication 
with the virtual machine system to detect if a first virtual machine is attempting to 
transmit data to a second virtual machine and a dynamic memory remapper to, upon 
detecting by the cross-talk detector that the first virtual machine is attempting to transmit 



Application/Control Number: 10/722,841 Page 8 

Art Unit: 2195 

data to the second virtual machine, map a first virtual memory of the first virtual machine 
to a second virtual memory of the second virtual machine via the shared physical 
memory element. 

25. AAPA implies that the VMM can be utilized as a cross-talk detector (pg 4 lines 3- 
5 and pg 3 lines 4-6). It would have been obvious to one of ordinary skill in the art to 
utilize a memory remapper to implement the loopback solution taught by AAPA (pg 4 
lines 6-8). AAPA also teaches that the VM assures that the virtual machines are 
mapped correctly (pg 3 lines 14-19). 

26. Regarding claim 32, AAPA teaches that the dynamic memory remapper is 
capable of: mapping a transmitting memory element of the first virtual machine to a 
shared physical memory element; and mapping a receiving memory element of the 
second virtual machine to the shared physical memory element (pg 3 lines 7-12). 

27. Regarding claim 33, Macchiano and AAPA do not teach that the cross-talk 
detector is further capable of: detecting that the first virtual machine has placed data in 
the shared physical memory element; and informing the second virtual machine that 
data is available in the shared physical memory element. 

28. It would have been well known to one of ordinary skill in the art at the time of the 
invention to perform the steps of detecting the placement of data and informing the 
second virtual machine that such data is available. Since resources are shared among 
the various virtual machines, it would have been well known to one of ordinary skill that 
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continuously polling such resources by the second virtual machine would be highly 
inefficient. As a result, directly informing the second virtual machine would be a more 
preferable course of action. 

29. Regarding claim 34, AAPA teaches that the cross-talk detector is further capable 
of detecting if the first virtual machine is attempting to transmit data to a non-virtual 
machine (pg 3 lines 20-23); and the dynamic memory remapper is further capable of 
dynamically remapping the transmitting memory element of the first virtual machine to a 
physical device associated with the transmitting memory element (pg 3 lines 14-16). 

30. Regarding claim 35, AAPA teaches that the cross-talk detector is further capable 
of monitoring the first and second memories wherein the memories are part of virtual 
devices selected from a group including: an Ethernet device, a network interface, an 
audio device, a storage device, and a video device (pg 3 line 20). 

31 . Regarding claim 36, Macchiano and AAPA do not teach that the shared physical 
memory element is a direct memory access (DMA) buffer. 

32. It would have been well known to one of ordinary skill in the art at the time of 
invention to utilize a direct memory access buffer. The Microsoft Computer Dictionary 
(Fifth Edition, 2002) teaches that DMA is "frequently used for data transfer directly 
between memory and an 'intelligent' peripheral device". 
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33. Regarding claim 37, AAPA teaches that the cross-talk detector is capable of: 
monitoring the first virtual machine (pg 3 lines 14-16). 

34. AAPA does not explicitly teach comparing a destination of any data transmitted 
by the first virtual machine to an address associated with the second virtual machine. 
It would have been obvious to perform this comparison. It is well known that the act of 
transmitting data requires a destination address. Therefore, the step of detecting an 
address match would have been well known. 

35. Regarding claim 38, AAPA teaches that the dynamic memory remapper is 
capable of: determining if the transmitting memory element is currently mapped to a 
transmitting memory element of a physical device; if so, unmapping of the transmitting 
memory element from the transmitting memory element of the physical device; and 
remapping the transmitting memory element of the first virtual machine to the shared 
physical memory element (pg 3 lines 1 0-1 9, wherein it is inherent that the VMM would 
remap the virtual devices depending on resource requirements). 

36. Regarding claim 39, AAPA teaches that the cross-talk detector is capable of 
detecting that the second virtual machine is attempting to transmit data to the first virtual 
machine; and wherein the dynamic memory remapper is capable of mapping a 
transmitting memory element of the second virtual machine to the shared physical 
memory element; and mapping a receiving memory element of the first virtual machine 
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to the shared physical memory element (pg 3 lines 17-19, wherein it is inherent that the 
virtual machines could be switched to perform bi-directional communication). 

37. Regarding claim 40, AAPA teaches that the first virtual memory element of the 
first virtual machine to a second virtual memory element of the second virtual machine 
are not identical but share substantially similar characteristics (Figure 1, 181 and 182). 

38. Regarding claim 41 , Macchiano teaches a method of communicating between 
two virtual machines utilizing a virtual machine manager comprising: 

detecting that a first virtual machine, having a first virtual network interface, is 
attempting to transmit data to a second virtual machine, having a second virtual network 
interface, via the virtual network interfaces (col 3 lines 31-35, therein the invention is 
able to detect that data should be transmitted); 

mapping a transmitting memory element of the first virtual network interface to a 
virtual LAN (col 5 lines 4-6 and 54-58); and 

mapping a receiving memory element of the second virtual network interface to 
the virtual LAN (col 5 lines 4-6 and 54-58); 

placing data from the first virtual machine into the direct memory access buffer 
via the transmitting memory element of the first virtual network interface (col 5 lines 4-6 
and 54-58, wherein communication is to be performed); and 
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receiving the placed data from the direct memory access buffer into the second 
virtual machine via the receiving memory element of the second virtual network 
interface (col 5 lines 4-6 and 54-58, wherein communication is to be performed). 

39. Macchiano does not explicitly teach mapping to a first direct memory access 
buffer. Macchiano's invention is directed towards creating a virtual LAN to facilitate 
communications between two virtual machines without using a physical network layer. 
Therefore, the virtual LAN is equivalent to a direct memory access buffer in that it acts 
as a medium to allow the sending and retrieval of transmitted data. 

40. Macchiano also does not teach mapping a to a second direct memory access 
buffer for transmitting data from the second virtual machine to the first virtual machine. 

41 . AAPA teaches mapping a transmitting buffer (Fig 1 , component 181) and a 
receive buffer (Fig 1 , component 182) on a physical device in order to facilitate data 
transfers. AAPA teaches that Fig 1 teaches an embodiment wherein the first VM 
illustrates the write case and the second VM illustrates the read case, however, bi- 
direction communication is often the norm (pg 3 lines 13-19). 

42. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to map a second direct memory access buffer. One would be motivated by the 
desire to facilitate bi-direction communication as indicated by AAPA. 

43. Regarding claim 42, Macchiano teaches: 

detecting that the first virtual machine has placed data in the direct memory 
access buffer (col 9 lines 8-11); and 
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informing the second virtual machine that data is available in the direct memory 
access buffer (Fig 6, step 216 and col 9 lines 27-29). 

44. Regarding claim 43, Macchiano does not explicitly teach that the first virtual 
machine: 

placing at least one packet into the direct memory access buffer; and 
moving a tail register of the first virtual network interface to indicate how many 
packets where written to the direct memory access buffer. 

45. Macchiano teaches using a virtual LAN along with IP protocols that enables such 
communication (col 9 lines 2-7). It is well known that an IP header contains the total 
length attribute to indicate the message size. Therefore, it would have been obvious to 
one of ordinary skill in the art to place at least one packet into the direct memory access 
buffer and to move the tail register of the first virtual network interface to indicate how 
many packets where written to the direct memory access buffer. 

46. Regarding claim 44, Macchiano teaches further comprising the virtual machine 
manager: 

sending a receive interrupt to the second virtual machine (col 9 line 28). 

47. Macchiano does not explicitly teach moving a receive descriptor head register of 
the second virtual network interface by a number of packets written to the direct 
memory access buffer and updating the status of the second network interface to 
indicate that a packet has been received. 



Application/Control Number: 10/722,841 Page 14 

Art Unit: 2195 

48. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to move the receive descriptor head register of the second network interface 
by the number of packets written to the direct memory access buffer and updating the 
status of the second network interface to indicate that a packet has been received. It is 
well known in the art to allocate an appropriately sized buffer to receiving data. 
Furthermore, it is well known to send an acknowledge signal when receiving a packet. 

49. Regarding claim 45, Macchiano teaches further comprising the second virtual 
machine: reading a packet from the direct memory access buffer (col 9 lines 41-43). 

50. Regarding claim 46, Macchiano does not explicitly teach further comprising, the 
virtual machine manager: 

detecting that the second virtual machine has read the packet from the direct 
memory buffer; 

updating the status of the first network interface to indicate that the packet has 
been received; and 

injecting a transmit complete interrupt to the first virtual machine. 

51 . It would have been obvious to one of ordinary skill in the art at the time of the 
invention to detect the data read, update the status, and inject a transmit complete 
interrupt. It is well known in that network communications frequently utilize an 
acknowledge signal to indicate to the sender that transmission is successful. 
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52. Regarding claim 47, Macchiano teaches that detecting that a first virtual machine 
is attempting to transmit data to a second virtual machine includes: monitoring the first 
virtual machine; comparing a destination of any data transmitted by the first virtual 
machine to an address associated with the second virtual machine (col 9 lines 12-20). 

53. Regarding claim 48, Macchiano teaches a method comprising: 

statically mapping a transmitting memory element of the first virtual machine to a 
shared physical memory element (col 5 lines 4-6, 23-25, and 54-58, wherein the virtual 
LAN has internal buffer storage); 

statically mapping a receiving me mory element of the second virtual machine to 
the shared physical memory element (col 5 lines 4-6, 23-25, and 54-58); 

placing data from the first virtual machine into the shared physical memory 
element via the transmitting memory element (col 5 lines 4-6 and 54-58, wherein 
communication is to be performed); and 

receiving the placed data from the shared physical memory element into the 
second virtual machine via the receiving memory element (col 5 lines 4-6 and 54-58, 
wherein communication is to be performed). 

54. Macchiano does not teach detecting that a first virtual machine is configured to 
transmit data to a second virtual machine. AAPA teaches that virtual machine monitors 
are responsible for mapping virtual devices to physical devices and such a mapping 
process is the same for all devices (pg 3 lines 4-6). It would have been obvious to one 
of ordinary skill in the art at the time of the invention that detecting a configuration would 
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be a necessary step in order to determine how the mapping of physical devices is to be 
performed. 

55. Regarding claim 49, Macchiano and AAPA do not teach: 

statically mapping a receiving memory element of the first virtual machine to a 
second shared physical memory element; statically mapping a transmitting memory 
element of the second virtual machine to the second shared physical memory element; 
placing data from the second virtual machine into the second shared physical memory 
element via the transmitting memory element of the second virtual machine; and 
receiving the placed data from the shared physical memory element into the first virtual 
machine via the receiving memory element of the first virtual machine. 

56. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to map the virtual machines to a second shared physical memory element. 
One would be motivated by the desire to enable bidirectional communication as taught 
by AAPA (pg 3 line 1 9) while maintaining data integrity of the two memory elements. 

57. Regarding claim 50, Macchiano and AAPA do not teach detecting that a first 
virtual machine is configured to transmit data to a second virtual machine is performed 
when the first virtual machine is started. 

58. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to perform the detection upon initialization. One would be motivated by the 
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desire to increase the efficiency of the system by performing the mapping of resources 
upon start up. 

59. Regarding claims 51 and 52, Macchiano and AAPA do not teach that detecting 
that a first virtual machine is configured to transmit data to a second virtual machine 
includes reading a configuration file that explicitly or implicitly denotes that the first and 
second virtual machines are virtually coupled. 

60. It would have been obvious to one of ordinary skill in the art at the time of the 
invention to read configuration data that denotes whether the virtual machines are 
virtually coupled. Configuration information is well known in the art to define 
arrangement of systems. One would be motivated by the desire to define ahead of time 
the arrangement of virtual machines in such a system. 

61 . Regarding claim 53, Macchiano and AAPA do not teach that the shared physical 
memory element comprises a direct access memory buffer. 

62. It would have been well known to one of ordinary skill in the art at the time of 
invention to utilize a direct memory access buffer. The Microsoft Computer Dictionary 
(Fifth Edition, 2002) teaches that DMA is "frequently used for data transfer directly 
between memory and an 'intelligent' peripheral device". 

63. Regarding claim 54, AAPA teaches that the virtual memory elements of the first 
and second virtual machines are part of virtual devices selected from a group of virtual 
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devices comprising: an Ethernet device; a network device; an audio device; a storage 
device; and a video device (pg 3 line 20). 

64. Regarding claims 55-61 , they are the article claims of claims 48-54 above. 
Therefore, they are rejected for the same reasons as claims 48-54 above. 

Response to Arguments 

65. Applicant's arguments with respect to claims 1-20, and 31-61 have been 
considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

66. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eric C. Wai whose telephone number is 571-270-1012. 
The examiner can normally be reached on Mon-Thurs, 9am-5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Meng - Ai An can be reached on 571-272-3756. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Supervisory Patent Examiner, Art Unit 2195 Examiner, Art Unit 2195 



